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DJNEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHT, YyJalieHHass pabora u
yue0a, OHJIaWH-pEruCcTpalii, UHTEPHET-Mara3uHbl U MapKeTIUIDIChI — BCE
3TO HACTOJBKO MPOYHO BOLLIO B HAIIY ITOBCEJHEBHOCTh, YTO MHOTAA TPYAHO
MOBEPUTH, KaK KWIK 0€3 3TOro panbiie. Uem OoJble morpykaeMcs B MUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHN (daree — HKT), TeM
OOJIBIIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CAMbIX
3HAQYUTEIBHBIX W  TMOCTOSIHHO  PacTylIuX yrpo3 Juisi  rio00alibHOM
oeszonmacHoctn B XXI Beke. Ha d¢one Bceobmeit nudpoBuzanuu 3Ta
npoOjeMa HE MPOCTO HApaCTaeT, a 3BOJIOLNUOHUPYET, HA YTO BIUSET
IUPOKOE UCIIOJIb30BAHUE UCKYCCTBEHHOTO UHTEIUIEKTA (Oanee — MH), Tak KaK
3JIOYMBIIIUICHHUKY HAYMHAIOT MCIOJIb30BaTh €ro JJisg co3JaHusi OoJiee
M3O0LIPEHHBIX BPEAOHOCHBIX MPOTpaMM, ABTOMATH3allMM aTaK W aHaln3a
YA3BUMOCTEM.

Kubepartaku nmpeBpaTUIUCh U3 MPOOJIEMbI TEXHUYECKUX CTEIIUATHUCTOB
B OJIHY M3 TJIABHBIX CTPATErMYECKUX YTrpO3 HALIMOHAIBLHOW, YKOHOMUYECKOU
1 00IIIECTBEHHOM 0€301aCHOCTH JIF0OOM CTPaHBI.

[To pesynbraTam HCCAENOBAHUSA, MPOBEACHHOTO B IIPOIUIOM TOAY,
benapyce Haxonurcsa Ha 3-Mm mecte B peutunre ctpan CHI', koTtopeie yamie
BCETO TOJIBEPraloTCsS KuOepaTaKaM.



Kaxnas naras araka B bemapycu npuxoaurcst Ha roccekTop (22%). Ha
BTOPOM MecTe — cdepa NPOMBIIUIEHHOCTH (14%), a HAa TPEeTbe CTPOUKe —
¢buHaHcoBas otpacib (1/%). MHOTO arak Tak)e HalleJIeHbl Ha CEKTOp
TEJEKOMMYHUKaUH, cepbl HAYKH U 00pa3oBaHusl (8%).

Kaxnas Bropas kuOeparaka (57%) HOpHUBOAUT K  YTEUKe
KOH(PUACHIIMAIBHBIX  JaHHbIX. Pexe OHM  HapylalOT  OCHOBHYIO
NEeATENbHOCTD (16%) Wi HecyT IpsiMble (puHAHCOBBIE MoTepu (8%). bonee
IIOJIOBUHBI YKPAJCHHBIX CBEJACHUM COCTABIAKOT IIEPCOHANBHBIC JAHHBIE U
KOMMeEpUYecKas TaiHa. AKTyaJdbHOH MpPOOJIEMON OCTaeTCs Kpaxa JIEHET C
OAHKOBCKHUX KapTOUYEK U AJIEKTPOHHBIX KOIIEIHKOB.

Cnaiin 2.

POCT KUBEPATAK B BEJIAPYCU

MNo3znuua benapycu: 3-¢ mecto 8 CHI no
KoNW4ECTBY knbeparax

. OCHOBHbIE LLENM ATAK:
foccexrop — 22%

NpombiwnenHocTs — 14%
DuHance — 11%

. NOCNEACTBMA:
Yreuxa gauHbix — 57% cnyvaes
Hapywenne padorsl — 16%
DuHancosbie norepu — 8%

CornacHo panHbiM 3a 2024 roja, Hama pecrnyOivKa MO YPOBHIO
kubepbe3zonacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(NationalCyberSecuritylndex, Hayuonanvnoiti undexc Kubepbezonachocmi),
yCTynMB 10 3ToMmy wuHAeKcY cpean ctpan CHI' nums Mongose,
Azep0aiimkany u Poccun.

PocT u yc/i0:kHEHNE METOI0B KNOepyrpo3 TpedyIoT onepexariero
U KOMILJIEKCHOTO pearnpoBaHus.

B Bbenapycu npuHST psii CUCTEMHBIX Mep, U 00pbda ¢ Kubepyrpozamu
BEJIETCS Ha HECKOJbKUX YpOBHSIX. Tak, Ha rocyJapCTBeHHOM YPOBHe
VYkazom IIpesunenta Pecy6nuku benapyce Ne 40 «O xkubepOe30macHOCTH
peanuzyeTcs KOMILJIEKCHBIN MHOTOYPOBHEBBIH MEXaHU3M
NPOTUBOCHCTBUA KHOepaTakaM Ha TOCYJApPCTBEHHBIE OpraHbl U
OpraHu3aly, KPUTHYECKYI0 WHGOpMarmoHHyro uHppacTpykTypy. Co3mgan
HammonanpHbIil 1IeHTp oOecrieueHus: KuOepOe30NmacHOCTU W pearupoBaHUs
Ha KUOCPUHITUACHTHI (Oaree — Hayuonanvholii yewmp Kubepbezonacnocmu).
HanaxxeHo MeXIyHapoHOE COTPYIHUUECTBO B ATOU cdepe.



Co3nmanbl  HEOOXOJWMBIE  TMPABOBBIE  YCJIOBUS ISl 3aIlUThI
NEPCOHANIBHBIX JAHHBIX U OE€30MAaCHOCTU JIMYHOCTH M OOIIECTBA MPH HX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amurte nepcoHaabHBIX
JAaHHBIX», nOpuHATBIM B 2021 roamy, yCTaHaBIMBAaeT TIPAHULBI,
ONpeaeNstoNre, Kakylo HH(OpPMALMI0O O YEJIOBEKE MOXKHO coOupaTh M
pacnpocTpaHATh. BmecTe ¢ Tem, 4TOOBI 3aliuTa MEPCOHAJIBHBIX JaHHBIX
Obl1a Mo-HacTosIEeMy 3(D(PEKTUBHOU, HYXKHBI OOIIHWE YCWIHUS — HE TOJBKO
rocyJ1apcTBa, HO M IPaK/JaH.

[IpoTuBOAEHCTBUE OCYIIECTBISETCS U HA KOPIOPATHUBHOM YPOBHE.
Opranuzaniid W TPEANpPUATHS HWHBECTHUPYIOT B KuOepOe30macHOCTh U
oOy4eHHUE COTPYAHUKOB.

Jist OoppOBl ¢ KuOEpyrpo3amMM Ha HWHAMBHAYAJbHOM YPOBHeE
TpeOyeTcs NOBBIIEHHE IU(POBOM I'PaMOTHOCTH HACENEHHUs, COOII0JECHUE
AJIEMEHTAPHBIX PABUI HU(PPOBOM TMTUEHBI.

CoBpeMeHHBIE aCTIEKThl KH0ep0e30MmacHOCTH

Kubeprpectymienus TPaHCHALIMOHAJIbHBI, 3JI0yMBIIUICHHUKHU
HCIIOJBb3YIOT aHOHHMaI\;I3€pI>I (C€p61/lel, nosesoJAiwue CKpolms JU4HblE oanmvle
nonvzogamens u obecnedumv AHOHUMHOCMb 6 HMnmepHeme) W HAXOIATCS 3a
pyOeXOoM, UTO KpailHe 3aTpyHSET UX 3ajep KaHue.

I[To namnsiM CrnenctBeHHoro komurera PecmyOnuku benapycs,
orMmevaeTcs yxon 6osee 80% BbiMoraTenbcTB U 6oiee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEeMY, YeMy CIOCOOCTBYET B TOM YHCJIE€ HU3KUM MPOIEHT
OCBEIOMJIEHHOCTH TPAXKJAaH O MNPECTYIHBIX CXEMaX, a TaKXKE pPa3BUTHE
CITOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

KapTtuna pacnpocTpaHeHHBIX BUIOB KuOepnpecTyiieHud B benapycu
MOBTOPSICT TJIOOATBHBIE TPEHJbI, HO C AKIIEHTOM Ha MECTHBIC ILJIATCKHbIC
CHUCTEMBI U MMPUBBIYKU HACEIICHUA.

[lo pmaHHBIM  TJIABHOTO  YHOPABJIEHHUS IO  MOPOTUBOJICHCTBUIO
KHOEPIPECTYMHOCTH KPUMUHAIBHON MUWIMIIMM MUHHCTEPCTBA BHYTPEHHHX
nen Pecnyonuku benapyce, 3a 9 mecsneB Tekymiero rojga B bemapycu mo
CPAaBHEHHIO C AaHAJOTHMYHBIM MEPUOAOM MPOIUIOTO ToAa KOJIUYECTBO
KHOEpIpeCTyIIeHn CHU3UI0Ch moutu Ha 11% (a 9 mecsayes 2025 200a
s3apeaucmpuposaro bonee 13 moic. cayuaes (13 420), mpemv uz komopwix (4 121)
— 6 2.Muncke).

ITo cratuctrke KeHIMUHBI (65%) 4allle BCETO CTAHOBATCS KEPTBaAMHU
MOILICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIM IYTEM IICHUXOJOTHYECKUX
MaHUMYJSUMKA 110 Tenedony (77,9%), Kymin-npoaaku TOBAPOB U OKa3aHUs
yCayr (65,6%), OmarotBopuTelbHOCTH (100%). My:K4uHbI (84,8%), Kak
MPAaBUJIO, CTAHOBATCSA  JKEPTBAMU  MOUICHHUYECTBA, CBA3aHHOTO C
VCMOJIb30BAHUEM CANTOB 3HAKOMCTB.



Cnaiin 3.

MOPTPET XEPTBbl MOLUEHHUYECTBA

HeHwmHL

TenedoHHBE MOWeHHNKK — 77 9%

O0man B chepe yonyr — 65,6%

My™4UuHbL

MOILEeHHWSECTBO Ha CaNTax 3HakomcTe — 84 8%
Bospacr

504: teneOHHOE MOLWEHHWYECTBO, 1NOMOLLL

L POACTEEHHUMHIM Y

) aShTraded Y ' Ao 30 ner: NCEBAC-HHBECTHUMK (65,4%),

N AP AUCTAHUMOHHBIE CABNKK C HEQBUMHMMOCTBIO {56,3%)
A 30-49 net: MKT-moweHHnyecTso ¢ gorosopamu (53,1%)

| ¢ [ — o ¢
R [ ' CoymanbHbii cratyc:
_ P &;paGomuc H3 e NON3A30T B HHBECTHUMOHHbIE

nosywmn (46,2%)

Cnpaeouno:

Bospacmmnuie cpynnvt nomepnesuiux:

a0ou cmapuie 50 nem uawe cmaHo8aAMCs Hcepmeamu meneqh)oOHHbIX
MOWeHHUYecms,  00MaHa,  008ePUUBOCMU,  J1e2eHO 0  HOMOWU
POOCMBEHHUKAM,

Mo100edch 00 30 1em ya36uma om MOUWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedsudcumocmoio (56,3%), ncesdo-uneecmuyuii 8 «OUpICU» U
«posvlepviuiets unu akyuiy (65,4%);

auya cpeonezo eospacma (30—49 nem) — naubonee maccosas spynna
cpeou  nomepneswiux om HUKT-mowennuuecmea ¢  3axnoueHuem
2padCOAHCKO-NPasoswix 002080pos (53,1%).

be3pabomnvie u  neyuawueca - uyawe - nonadaiomcs 8
uHeecmuyuoHHwvle 108yuKku (46,2%), umo mooicem 6bimb C813AHO C NOUCKOM
UMU UCTNOYHUKO8 00X00a UNU Y8leYeHUEeM aA3apMHbIMU CXEMAMU.

ITo cmocodam coBepHIeHUs] MOIICHHUYECTBA Yalle BCETO MPOUCXOIAT
OT MMEHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBistOTCs
COTPYAHUKAMHU MPABOOXPAHUTENbHBIX oOpraHoB (MB/[, CK, [®P, KI'E) u
paboTHHKaMu OaHKOBCKHX OpTraHu3aiiidi. MOIIEHHUKH CTajdd 3BOHHUTH OT
UMEHHU pabOTHUKOB CIyX0 rasza, BOJOKaHaJa, SHEPrOHAI30pa, MOOMIBHBIX
OIIEpaTOPOB CBSA3M MOJ MNPEAJIOrOM OKOHYAHMUSA CpoOKa J0roBopa H
MpeaIaraloT JUisl ero MpoaJieHus] cooOmuTh nudpoBoi kox u3 cmc. Ilocme
nepesayd  Koja JKePTBE 3BOHUT COOONIHMK MOIICHHUKA U YXKe
IIPEJICTABIIETCA IPABOOXPAHUTEIIEM, 3aIIyTUBAET TEM, YTO YEJIOBEK Iepeaall
JUYHBIC JaHHBIE U HAa €ro UMs OyayT ohOpMIIEHBI KPEIUThl. A UYTOOBI MX
n30exaTh npejyiaracT opOpMUTh BCTPEUHBIE KPEAUTHI U TIOJIyYE€HHbBIC ICHBIH
MEPEBECTU HA YKA3aHHbBIA CUET WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEeHM PYKoOBoauTeNeH (Fakeboss) (vupescoenuil
0bpazoeanus,  30pasooXpamneHus,  KyIbmypwvl, npeonpusmuii) MOILICHHUKHA



3allyTUBAaIOT  MOJ03peHHeM B (UHAHCHUPOBAHUM  DKCTPEMHUCTCKOMN
NEATETHLHOCTH, TPOBEACHUEM OOBICKA U U3BATHEM JIEHET, TAK)KE MpeiaratoT
MaHHBIM  (akT ngepxkaTh B TallHe HW MOOOIIATHCA C  OMpPEACIICHHBIM
COTPYJHUKOM TMPABOOXPAHUTEIbHBIX OPraHOB, KOTOPBIM SKOOBI st
COXPAHEHHUS JACHEKHBIX CPEJICTB MPEIaracT «BPEMEHHO» MEPEBECTU JCHBIU
Ha 3alllUIlCHHBINA CUET.

B tenedonHoM paszroBope He JOBEPSAUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHU HE MPEACTABUIINCH, €CIIU Bbl HE KIAETE TAKOIO 3BOHKA.

Tperb MoOIEHHUYECTB (27,6%5) COBEPIIAETCS IMOJ BHUAOM MPOJAAKU
ToBapoB B ceru Instagram wiam Telegram (uawe e6ceco mowennuxu
«npodaiom» aemos3andacmu, caooevle Kadesu, HOB0200HUE e, MOpQI’lpanKWLbl u
Oopyeue  mosapuvl).  3NOYMBIIUIEHHUKHA  MPEMJAraloT  NOTEHUHUAIbHBIM
MOKYTIATEJISIM MEePEBECTU MPEIOIIATy 3a TOBap M OOCIIAIOT €ro BbICIATH MO
MOYTEe WM KypbhEpOM, MOCJE YEero OOIIEHHE NPEKpaIlaeTCs, U «KJIHUEHT
OCTAETCS HU C YEM.

Cnpagouno:

Taxoice naubonee pacnpocmpaHnenHvle NpecmynHvie Cxembl.

360HKuU om umenu oOaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apPCMEEHHBIX O0pP2AHO08, K020Ad MOWIEHHUK, UCNONb3YS MEXHOI02UIO
HOOMEHbL HOMEPA, 360HUM C HOMEPA, NOX0JHCe20 HA OPUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuu» ¢ Kapmotl, «OJ10KUposKe
cuemay UIU «NONbIMKe 6310Ma», a Ol «3aAWUmvly UIU «OMMEHbL
onepayuuy npocum coodbuwums CVV-xo0, Odanmvie uz SMS-coodowenus c
KOOOM NOOMBepHCOeHUsl, Napoib U3 UHMepHem-OaAHKUHea Ul nepesecmu
OeHb2U Ha «De30nacHblLy (Ha camom Oelle NOOKOHMPOJIbHbIU MOULEHHUKY)
cuem;

Gumunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobujenue UM JIEeKMPOHHOEe NUCLMO C CO0OWeHuemM o «DJIOKUpOBKe
Kapmoely, «npobieme ¢ HAIO2OM», «8blucpblule 8 Jlomepee», KOmopoe
CcoO0epaHcUm CCoLIKY HA QUUIUHSOB8bLL UHMEPHem-pecypc (caum — KIOH),
KOMopbwlll  8bleadum KAk —oQuyuanivhslli.  unmepHem-pecypc  0Oawuka,
HAN02080U UHCNEKYUU UIU OpPY2020 20CYOapCMBEHHO20 Op2aHd, 20e
mpebyemcs 66ecmu 102UH, NAPOIb, OAHHblE NIAMENCHLIX CPeOCm8, Nocie
8800a KOMOPHIX COBEPULAEMCS XULeHUe,

MOWIEHHUYECMEA 8 COUYUANbHBIX CemaAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 83]1AMbIBAEN AKKAYHN 8
coycemu uau coszoaem Hetikoswvlll, NOXONCUll HA He2o, nuuiem OaUKUM
POOCMBEHHUKAM OM UMEHU GIA0eNblYd AKKAYHMA, YMO CPOYHO HYHICHbI
O0eHbeU HA «O0UeHb BANCHOE 0el0» (NONAN 8 CIONCHYIO CUMYAyuro, Nonai 8
HTII u 0dp.), npoca Huxomy He 360HUMb, AUOO AHANOSUYHAS NPedbloyuel
cxema, K020a MUUeHbo CMAaHO8IMcs OpY3bsl, A MOUWEHHUK OM UMeHU Opyea
nuwem, Ymo 3acmpsiii 3a epanuyell, y He20 YKpaiu OeHbU/00KyMeHmbl, U
NPOCUM CPOUHO nepesecmu cpeocmad,

¢heitkosvle unmepHem-mazazunsl, K020a co30Aemcst KPAcusblil caim-
OOHOCMPAHUYHUK UIU 2PYNNAa 6 COYUANIbHOU cemu (3auacmyio 8
«Mucmaepam»), ¢ 02pOMHLIMU CKUOKAMU HA AKMYAIbHBIL Y HACELeHUs
mosap (mexunuxa «Apple», cadosas mebenv, HaldyeHvie Oaccelitbl,
bOpenoosas ooedxcoa u Op.), a nocie NPedoniamsl Mmosap He Npuxooum, a



caum uau 2pynnel  ucwesaom, JaubO CcooOwjeHus dcepmevl  oanee
UCHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOApPCHIBEHHBIX OP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OmM UMEHU «cyobuy, «compyounuxa MBJ»,
«HAI02060U» ¢ MPeOOBAHUEM CPOUHO ONAAMUMb HEKUU (QUKMUBHBL 002,
WmMpagh unu NOWLIUHY, YePodCasl Apecmom CHemos Uiu OpyeUumM HaKazaHuem,
npocsam YCmaHo8ums NPUNONCeHue 07l YOaleHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuema», umo oaem um
NOJIHBII KOHMPOJIb HAO YCMPOUCEOM NOMEPNEBULELO,

gunancosvlie nupamuovl u UHEECMUUUOHHbIE MOUWIEHHUYECHMEA,
maxkue KAk — NPeONONCeHUs  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KpUnmoeauomy, Oupdicu uiu cmapmanvl ¢ 2apaHmupoS8aHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepsom smane mozym 0adce BbINIAYUBAMD
HebobUUe NPOYEeHMbL, YmMoObl Nomepnesuiull 8Hec euje D0bULEe OeHEHCHBIX
cpedcma u npuseji pOOCMEEeHHUKO08, OpYy3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbleaemcsi, a 0eHedcHvle CPedCcmaea NOXUWAIOMCsL,

6bIMO2AMENbCHBO0 HA UHMUMHOU NOYEE («CEKCMOpUuieH»), Ko2oa
MOWEHHUK Yepe3 CoYcemu 3HAKOMUMCS C HCepmaEoll, 6Mupaemcs 8 00sepue,
CKIIOHsIem K 00ujeHuio 8 gudeodame UHMUMHO20 XapaKkmepa iy K omnpaske
OMKPOBEHHBIX (hOMO, 3anUcbléaem Udeo iU oeiaem CKpUHWOmbl, a 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparomue O00OpOThl BbIMOIaTeJlbCTBA
(526 cnyyaes) € WCNONB30BAHUEM HH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHM: MOTEPHEBIINX 110 PA3JIUYHBIMU IPEIJIOTaMHU BBIHYXAAIOT HA
JUYHBIX ycTpoiicTBax [Phone BolitTu He B CBOIO ydeTHyo 3amuch. llocie
Bxo/1a [Phone Giokupyercst Kak MOXUIIEHHBIM U CTAHOBUTCS HE MPUTOIHBIM.
J171st pa30JIOKMPOBKH 37I0YMBIIUIEHHUKHA TPEOYIOT BBIKYII.

IToaToMy HU B KOEM cily4yae HeJIb3sl BXOAUTH HAa CBOEM YCTPOMCTBE B
YYKYH0 YYeTHYIO 3allMCh, BIaJeNel] YYETHON 3aMiCu MOXKET 3a0JI0KUPOBaTh
YCTPOKMCTBO.

Cmaiipg 4.

BUAbI KUBEPNPECTYNNEHUNA,
COBEPLUAEMBIE B CTPAHE

@~ 380HKKM OT umeHu Banxa, cotpyanusa MBA, KI6 1
F MHB rOCYAaPCTBEHHEX OPTaHOB

PrwmHrosse SMS-coobueHua u nucema

MOLWEHHWUHECTEE B COLMEIbHBIX CETSX U
MECCEHREPaX

MOIEHHUHECTBA NPK OHN3HH-NORYNKAX H3
NNGIAAKAX N0 NPOAAME TOBaPOB

PERKOBDIE MHTEPHET-MaraauHL

MOWEHHWUHECTEA MO BUAOM rOCYA3 PCTBEHHBIX
OpPravoe

lt!u HAHCOBME NMPDaMMAL M MHBECTULUMOHHDE
MOWeHHMYeCTea

BRORN B%

BHMOraTENbCTEO H3 MHTUMHON NOYBEE




Cnenyer OTMETUTD, YTO (PUIIMHT ¥ MOIIIEHHMYECTBO ¢ 0AHKOBCKUMHU
KapTaM# SBJISIOTCS CaMOW MacCOBOW KaTEropuei KuOepMOIEeHHHYECTBAa B
Pecnybnuke benapycs.

[Ipu 3TOM HapsAy C JaHHBIMH TPECTYIMHBIMH CXEMaMU MOIICHHUKU
aKTUBHO WCTOJB3YIOT MW Takod MeToj (UINIMHTA, TPH KOTOPOM
KOH(pUICHIIMATbHBIC  JITaHHBIE  OCNIOPYCCKUX  TpakaaH  J0OBIBAlOTCS
3NIOYMBIIUICHHUKAMH  TIOCPEJCTBOM  Tele(OHHBIX 3BOHKOB. OTOT BHUJ
MOIIIEHHUYECTBA HA3bIBACTCS «BHIIIMHI.

Cmaiig 5. BuneopoJiuk.

| A3BYKA
(oiaeiicl

Cnpagouno:

Buwiunz — smo ycmmuas paznosuonocms Quuiunea, npu Komopoll
3I0YMBIUUIEHHUKU NOCPEOCMEOM MeNe)OHHOU C653U, UCNONb3YSL NpUuembl,
Memoobl U MeXHOI02UU NCUXOJIOSULECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeonocamu, UCKYCHO Uspas OnpeodeneHHyto poib (KaK npasuio, COmpyoHuKka
OauKka, MexHUYecKo2o cheyualucma u m.0.), BbIHYHCOAIOM Yen08eKa
cooowums UM C80U KOHQDUOeHYUalbHble OAHKOBCKUE UNU NEePCOHATbHbIE
OanmHble AUOO0 CMUMYIUPYIOM K COBEPULEHUIO ONPEOeNeHHbIX OeUCMBUll CO
CBOUM DAHKOBCKUM CUEMOM UL DAHKOBCKOU KaApmOl.

I[lo wmepe pa3Butuss  UHGPOPMAUMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT W  BO3MOKHOCTH KHOEpPHPeCTYNNHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbl MOJYYWIM HOBYIO KHU3HBL Ojaromaps
HUCKYCCTBEHHOMY UHTEJUICKTY.

Pacter konumyecTBO cilyyaeB MOIIEHHUYECTBA C HCIOJIb30BAHUEM
TexHosioruu Deepfakes — 3TO co3maHHBIE MCKYCCTBEHHBIM HMHTEIJIEKTOM
TOJIOCOBBIE COOOIIEHNS W BHUICO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJICTBEHHUKOB, KaK IMPaBHUJIO, C MIPOCKOO O CPOYHOM JCHEIKHOM IEPEBOAC U

Jp.
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[Ipu BuAeO3BOHKE ciaeayeT oOpaniaTh BHUMAaHUE Ha TaKue JIeTajau, Kak
HEYETKOE WJIM CMa3aHHOE M300pa’K€HHE JUIA FOBOPAILEr0, OTCYTCTBUE WIIU
HEECTECTBCHHAs! MUMMKA JIALIA.

[loMHuUTE, YTO COTPYAHUKH OAHKOB M MPABOOXPAHUTEIBHBIX OPTraHOB
HE 3BOHAT 4YEpEe3 MECCEHKEPbl C UCIOJIb30BaHHEM BUACOCBs3U. Ilpm
COBEPIICHUN [ICHEKHOTO TepeBOoJAa MO BJHSIHMEM MOIICHHUKOB
HEe00X0AMMO He3aMeAJIMTEeIbHO 00PATHTHCH B OPraHbl BHYTPEHHHX JeJI
JUISl COXPAHEHUS ICHE)KHBIX CPEJICTB.

Jlaxke Korjla MCKYCCTBEHHBIM WHTEJIEKT MCHOJb3YeTCSIBO 0Onaro,
HY>)XHO OBITb OCTOPOXXHBIM. Eciin pabOTHHK OpraHu3aludd JAyMaeT, 4To
3arpy3uT JokymMeHT B yaT GPTu oH Bce ObICTpO ciaenaer, TO 3TO MPSMOU
NyTh K YT€UKE KOH(PUICHIMAIbHBIX NaHHBIX. JIOKYMEHTBI OTIIPaBATCS Ha
CEpPBEPBI B JIPYTOM TOCYIApCTBE, M 3aKOHBI HAILEd CTPAHBI YK€ HE MOTYT
rapaHTUPOBATH UX OE30MaCHOCTb.

Cnaiin 6.

MCNOJ/Ib3OBAHMUE £
UCKYCCTBEHHOIO UHTE/IIEKTA

B uenesoin puwmnr Ges owmbox:
NEePCOHANUIMPOBIHHBIE W TpammaTHYeCckn DesynpedHble
Pacchinku, obxoAAmMe MaBHENR MapKep yrpo3sl. |

B Mowennnuecteo yepes Deepfake: !
réHepaumMa BUALO W roN0Ca PYHOBOACTES ANA
CIHKUMOHUPOBIHMA HEZAKOHHBIX PUHAHCOBLIX ouepa

B vH-6orbl gan cOUMaNbHOR HIKEHePHM:
BEAEHWE OCMBICIEHHBIX AMANOTOB ANA Bblmauuaamm
KOHPHAEHUMANEHOW MHGOPMIUMK.

IIpe3ugent bemapycu A.l'.Jlykamenko, BoicTynas Ha [II MwuHckoun
MEXKTyHAIPOHON KOH(MEPEHIIMU MO0 €Bpa3UMCKON OE€30MaHCOCTH, KaK OJHY
U3 KJIIOYEBBIX 3ajJlay B I€JI0M 0003HAYMJI HEOOXOJAUMOCTh NMPUHATHUS MEpP B
00JacCTH HMCKYCCTBEHHOTO WHTEIUIeKTa: «Heynpaenaeman zonka 6 Imoi
cghepe npeepaujaem ezo u3 none3no2o pecypca 6 opyyxcue. B nepcnexmuege
— MAcco6020 NOPANHCEHU) .
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Cnaiing 7.

(4

Heynpasnaemas 20HKa 8 smol
chepe npespawyaem €20 (npum. -
UckycemeeHrbI urmennekm) U3
none3Ho020 pecypca 8 opyxue.
B nepcnekmuse — macco8oz20

nopaM@eHus. , ,

Tpezudenm Pecnytnusu Benopyes A.T. J1yK0Weno,
I MuHCKGA MeROYHGPOOHOA XOHDEDEHINS NO
eapo3uiickol GezonacHoomu, 28 oxmatps 2025 2

CorpynHukamMu MwuHUCTEpCTBA BHYTPEHHHX JAen W HarmumoHanbHOTO
O0anka PecnyOnuku bemapych mpuHUMalOTCS Mepbl, HalpaBJeHHble HA
0J10KkMpOBaHUe MOIIeHHNYecKNX onepauuii. B benapycu ¢ 1 mapra 2024 r.
nercteyer Yka3 Ilpesmgenta Ne 269, xoropblii npefocTaBisieT OaHKaM
BO3MOKHOCTB ITPUOCTAHABINBATH MTO03PHUTEIIbHBIC TIEPEBOLI U COBMECTHO C
MIPaBOOXPAHUTEIBPHBIMU OpraHAMU paccieoBaTh WHIUACHTHI. JlaHHBIN
MEXaHU3M TI03BOJIAET JOCTaTOYHO J(P(PEKTUBHO B3aMMOJICHCTBOBATH
rpakJlaHaM C OpraHaMy BHYTPEHHHX JIeJl, @ UM, B CBOIO OU€pellb, «B PEKUME
24 wa 7» mepenaBaTh yKa3zaHHYIO HH(popMannio OaHKOBCKOMY CEKTOPY M
noysy4aTb OT Hero 3¢G(exTHBHO W OBICTpO HH(DOpPMALMIO O JdHIAX U
WHCTPYMEHTaX, KOTOPhIC 3aJCHCTBOBAHBI B MTPOTHBOIPABHOMN JESITEIBHOCTH.
W camoe Ti1aBHOE — MpEANPUHUMATHE MEPhI, HAIIPaBJICHHBIC HA COXpaHEHUE
y>Ke TIOXHIIEHHBIX ACHEKHBIX CPEJCTB Yy TPaKIaH M HEAOIYIIICHUS IepeBoia
UX Ha 3apyOexKHbIE cueTa.

B cBs3M ¢ HEOOXOAMMOCTBIO 3aIlMThI OT MOIIEHHUKOB OaHKHU
yCTaHABIIMBAIOT JUMUTHI MO CHATHIO JCHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycwu.

boprba ¢ »sTuMEM mOpectymieHusMH TpeOyeT HE TOIbKO Oosee
COBEPIIICHHBIX TEXHOJIOTUH 3allUThl, HO M (PYHIAMEHTAJILHOTO ITOBBIIICHUS
U(GpPOBOM TPAMOTHOCTH HACEJICHUS, MOCKOJIBKY MMEHHO YEJIOBEK OCTAeTCS
HauOoJee YSI3BUMBIM 3BEHOM B JIF000H crcTeMe 0€30MacHOCTH.

[ndpoBasi rpaMOTHOCTH HACeJICHUS
Kuodep0e30nmacHOCTh — 3TO OTBETCTBEHHOCTH KaxKA0ro u3 Hac. OHa
Ha4YMHACTCA C TAKUX IIPOCTHIX Bemeﬁ, KakK BBI60p HaACKHOI'O I1apoJid AJiA
,HOM&IHHGIZ BJIGKTpOHHOﬁ noutbl. BaxxHo IIOMHUTBH, 4YTO OAHMH H TOT XKC
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napojb HENb3s HWCIOJb30BaTh OJHOBPEMEHHO I pabodeil TMOouThI, IS
pPETHCTpAIlMU Ha PA3IMYHBIX caiiTax M B MecceH/pkepax. K cioBy, JInyHbIC
JaHHBIC Yallleé BCETO MOMNMAJalOT K 3JI0yMBIIUICHHHKAM #3 0a3 JaHHBIX
Mara3uHOB (Mbl Ocmasisem Gamuuio, UMs u Omuecmeo, aopec u meiegon npu
pecucmpayuu 0Jist NOLYHeHUst DOHYCHBIX UL CKUOOUHBIX Kapm).

HeoOxomuma »nemenTapHas nu¢poBasi THTHEeHA, TPU KOTOPOU
co0JII0IeHHEe MPOCTHIX MPABUJI TOBEIEHUSI B CETH IO3BOJISIET 3alUTHThH
nepCcoHaIbHBIC JaHHBIC, PUHAHCHI U YCTPOMCTBA OT KHOSPMOIIICHHUKOB.

Oco0yr0 akTyaJgbHOCTh TeMa LU(PPOBONM TUTHEHBI MNPUOOPETAeT B
OTHOIICHHUH TIOJIPACTAIOIIECTO MOKOJICHHs. JIeTH ceroHs He TOJBKO aKTHBHO
oOIIar0TCsl B MECCEHKEepax, HO U MOTPYKAIOTCSA B MUP OHJIAWH-WUTP, TAE UX
Kpyr OOIIEHUs pacuIupsieTcs 3a c4eT He3HakomIieB. Cpeau HUX MOTYT
CKpBIBATHCA U KHOEPIPECTYMHUKH, CTPEMSIIHECs HCIOJIb30BaTh PeOCHKA
JUTSL TIOJTy4YeHUsT KOHUAeHIIHaapHoNH nHpopManmnu. Heokpenmmas mcuxuka,
MOJBEPKEHHOCTh BHYIICHUIO W MAaHUITYJMPOBAHUIO JENAIOT HMX JIETKON
«JI0OBIYEH» JIS 3I0yMBIIIJICHHUKOB.

Cmaiig 8.

BE3OMACHOCTb AETEWA B CETU —
3TO HE 3ANPETHI, A AOBEPUE U NPABUJIA

BLICTPaAMBaNTE OTHPLITHIE OTHOWEHUA: DECEHON
AOMHEH FHATD, 4TO MORMET PACCKAZATL Bam O MoK
npobneme 6e3 CTpaxa HAKA3aAHMA.

YCTaHOoBUTE YeTHHE rpadmnLbl: COMACcYRTE Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKEHNA

UcnonbayiTe TEXHUNECKWE CpeacTeal
POAMTENLCKNH KOHTPOEL M OBIUME 3HKAYHTEI
ANA MAAALIMX AeTeR

be3onacHocTh 1eTell B ceTH — 3TO He MPOCTO 3aNpPeThl, a CO3aHUE
3alIMIIEHHON cpeAbl M 00y4YeHHMe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO0OXOIMMO BHICTPauBaTh J0BePHUTEIbHbIE OTHOIIEHUSA ¢ pedeHKkoM. JleTn
HE JIOJDKHBI MCKaTh MOHUMAaHUs Y HE3HAKOMIIEB B CETH, a ObITh YBEPEHBI, UTO
MOTYT paccKazaThb POJHUTEISIM O 000K CTpaHHOW WM HEMPUATHOM
CUTYyallUH B CETH 0€3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOPUTHCH U YCTAHOBUTH YeTKHE MPABWJIA: KAKUE CANTHI
MOKHO TIOC€IIaTh, CKOJIbKO BpPEMEHHM MPOBOJAUTH OHJAWH, KaKue
MPUJIOKEHUSI MOKHO MCIIOJIb30BATh.

Jais Mmaagmmx gereil peKOMeHAyeTcsl CO37aBaTh aKKayHThl BMECTE U
3HaTh WX Mapoyu. VMcronp3oBaHue creunajJu3upoOBaHHOIO NMPOrPaAMMHOIO
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o0ecrneyeHUs: POANTENbCKOT0 KOHTPOJIS MTO3BOJIUT OFPAHUYUBAThH BpeMs 3a

9KpaHOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHbIE CAUTHI.
CymiecTByeT MHOKECTBO TMPECTYNHBIX CXeM, HCIOJIb3yEMbIX

KHOEPMOIIICHHUKaMY B OTHOIIIEHUM HECOBEPIIEHHOJIEeTHUX JIeTeil.

Cnaiin 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPNPECTYNNEHUIA NPOTUB AETEN

ubecnnarHsien nogaprm DefKoBble SANPOCH OT # APYSEir» fpymunr BE=

LIae BOCHONMIOMETRCA SOMEEMEN N Usre sigasen cobnm sa coepcTiates, saftn »
BB T Afrey” SORS AN DWW Bt et Y Anaepet, «TOlor MBS IMOOEBTE M B0 MO DA NI

Asamynr T e GOTO )

Knbepbynnmnr JecTpyKTHBHLIA HOHTEHT

=

! !

Uern WanrarmposaTe peliensd ¢ Lero. Yrrums i TR B O EATE Ljete: BOMIEYS @ ONECH MW CooBumCTES,
MISVICEIMI0 MO P4 ROC M HTIV M NCMADADS FHECHM “IREE TRAEMS B MRy OO DOV DR O HCMI e o

Cnpagouno:

Cnocobwi kubepnpecmynienuii 8 omHuouleHuu oemetl U NOOPOCMKO8:

«becniamuvley NOOAPKU U  PO3BIZPBIMU, KO0204 pebeHK) O
NOJYUeHUs vlucpblla npeodideaemcs nepeumu no CCoblike U 68ecmu
niamedicHvle U UHble OanHvle e20 pooumeneu. OCHOBHAS Yelb — YKPACHb
OanHble DAHKOBCKUX KAPM UL YHEMHbIX 3anucetl,

«¢heiikosvle» 3anpocvt om Opy3eil, Ko20a C UCNOIbL30BAHUEM
831OMAHHO20 AKKAyHma opyea pebeHKa Npocsam HnoMoub (nepegecmu
OeHediCHble CpedCcmaa), a pebeHOK, Hcelds NOMOUb, MONCEN He YCOMHUMbBCS
8 TUUHOCIU NPOCAUE20,

«ZPYMUH2Y, K020a 83DOCIbLU 3N0YMbILULIEHHUK NOO 8UOOM C8EPCIMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Uau uepax, nOCmeneHHo
8b168e0bIBACN TUYHYIO UHQDOPMAYUIO, MAHUNYIUPYEm, 8bi3bl8dem U)8CmeEo
ouzocmu, a 3amem Moxjicem BbINPAUUBAMb UHMUMHbIE (YOMO/BU0e0 UIU
HA3HAYamov JUYHYIO 8CMpedy, UmMO MOJNCem NpUecmu K COBEPULEHUI0 6
omHoOuwleHuu pebeHKa Oelcmeull CeKCyalbHo20 Xapakmepd, Komopbvie
PebeHOK 6 CUNYy 603pacma He MOMCen OYEeHUBAmb, KAK COYUANbHO-
3HauUMble, CUUMAs NPOUCX00suee USPol;

«CeKCmoputen), K020a npecmynHux, Nnoay4us uHmumHvle Gomo uiu
8U0e0 (000POBOILHO OMNPABIICHHblE PEOEHKOM UNU Yepe3 B3/10M Kamepbvl),
HA4YUHaem waHmaxicuposams pebeHKa, 8blMo2as KaK mamepuaivhvie oiaea,
Max u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKkmepa,

Kubepoynnune (uiu mpaens), Koeoa co30armcs epynnvl u nadIuKu
011 HacMeweK, YHUBUMENbHbIX KOMMEHMAapues, Omnpasisiomcs yepo3vl 8
JIUYHBIX COOOWEHUSX, YMOObl NPUYUHUMb PEDEHK) NCUXOJI02UYeCKY0 00Ib,
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Umo  HepeoKo  MOdcem — 3aKOHUUmMbCs — denpeccuei  uiu  oaxice
camoyouticmeom,

6os/leueHUe 6 ONACHble COO0OWeCmea,  Nponazanoupyroujue
oenpeccugnvle meuerus, CYuyuo, aHOpeKCuro, Hacuiue uiu IKCMPeMusM,
KOmopble NpenooHOCAMCs pebeHKY KAaK uUmo-mo «MOOHOe», «Kpymoey Uu
«3anpemHoer.

Cnaiin 10.

1

4 KNKOYEBBIX NMPABUNA BE3ONACHOCT
B CETU AETEWA U NOAPOCTKOB

Xpauu nuunoe B Taine
He nyGamiyit aapec, KoMy, FeoMETKH, AaHHbIE JOKYMEHTOR M K
NNaHbl CEMBM.
Nomum anropursm « CTON-CNPOCU-PACCKAKWU»
J CTON, ecm uto-To HacTopamueaet. CNPOCH y poautened, o
" ecnu HenokAaTHo, PACCHAKW eapocnbim o moboi yrpoae ‘f o
uan Anckomopre.

. Kowtpoaupyi kpyr obujenms ‘ :
y NobGaeniit B Apy3sR TOALKO TEX, KOTO IHASLL AMUHO.
Hacrpoi nprueatHocTs npoduni. \
9
BHAKOMAA KPUTHMECHOE MbILUNEHWE \

L He nepexoau no COMHUTENLHLIM CChINKaM. He Bepb CAMLUIKOM
ABLITOAHBIM % np@AHOH?HMﬂM

BaxxHo HayuuTh nerel UUPPOBOM TPAMOTHOCTH M KPUTHUYECKOMY
MbIIIEHU0. VUM HyXHO noHuMarh, 4yro HMHTEpHET — 3TO OTpaKeHUe
peajibHOr0 MHUpPA: B HEM eCThb U XOpolive, U IJIOXHe JIIOAH, U IPaBHJIa
0€30MacHOCTH 31eCh TAK K€ BAa’KHbI, KAaK U Ha yJjune. He skoHOMBTE Ha
BpPEMEHHU, yalie U 0oJiblIe pa3roBapuBaiiTe co CBOMMH J1€ThMU!

Taxxe B 3aluTe OT MPECTYMHBIX MOCATATENILCTB, B UH(POPMUPOBAHUU
Y IOIIOJIHUTEIILHOM BHUMAHUU HYXKIAIOTCS U JIIOJU ITOXKUIIOr0 BO3PACTa.

fkkk

3a mocneaHee BpeMsi B pecnyOJiMKe MPOU3ONUIM 3HAYUTEIbHbIE
MO3UTUBHBIC CABUTHU: YIAJIOCh OOIIUMH YCUJIUSIMU MEPEIIOMUTH TEHCHITUIO
pocta uuciaa KUOEPHPECTYIUIEHHWH, 3aMETHO BBIPOC YPOBEHb LHUQPPOBOU
3al0UTHl, AEMOHCTPUPYET OMNEPATUBHOCTh M AJANTUBHOCTH K TEKYIIUM
BBI30BaM O€IIOPYCCKOE 3aKOHOJATEIBCTBO B 00JIacTH KHOEpOEe30macHOCTHH
ap. llpumedarenbHO, YTO HAII OMBIT OOPHOBI € KHUOEPHPECTYITHUKAMU
AKTUBHO IPUMEHSIOT B IPYTHUX CTPAHAX.

Kak ormerun Ilpe3uaent Pecnyoimku benapycs A.l.JIykameHko,
«abconomuylo 3awjumy om Kubepamax He 2apanmupyem HU O0OHA
cucmema 3auiumosl, HO Mbl OOJHCHBI MUHUMUIUPOCAMD PUCKUW). DTOTO



14

BO3MOXHO JOOUTBCS, KOTJa KaXIbId YYaCTHHK HH(POPMAIMOHHBIX
OTHOIICHWM, KaKJaash OpraHm3anus OyJIyT OTBETCTBEHHO MOJXOIUTH K
BBITIOJTHEHUIO TPeOOBaHMM 10 KuOEepOe30macHOCTH, a KaXKIblil YEIOBEK
MPOSIBUT OAUTENHHOCTh W BHUMATEIBHOCTH B Cllydae CHUTyallid C
MOTIICHHUKAMH.

Cnanng 11.

PoaMman, HawysTe feTed Npagwna BEparHTE 3RKAYHTH
NOALSGEATEOA HHTEpHEToM GEsnMAaCHONS NOBE AEHUA oT aeprcToe!
Np&an e

AKAOEMHA YTIPABNEHHRA

NPH NPESMOEHTE
PECATYBNAKK BENAFY(E




